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Abstract

Aim of the research: the aim of the research was to assess the extent to which Hungarian enterprises
use Industry 4.0 technologies, with a particular focus on Internet of Things (loT) technology-based
solutions. In contrast to most international research, loT automated data collection and automated
control technologies are treated separately. A secondary aim of the research is to analyse whether the
application of innovative technologies is being addressed as a tactical/strategic issue alongside
information security issues. in addressing these two issues, we will examine the short- and long-term
impact of innovative solutions on the for-profit organizations. The research is based on the responses
to a questionnaire survey recorded in 2018. The research included Hungarian for-profit-organizations
that are free to choose how they design their ICT environment, so the regulatory environment does
not have a binding effect on the IT solutions used by the respondent. The data obtained from the survey
were firstly analysed using descriptive statistics, supplemented by some inferential statistical
procedures. The results of the analysis proved that loT devices should be analysed with a higher
resolution than before, and that information security dimensions should not be neglected when
implementing innovative devices.
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Introduction

The radical change and evolution of Information and Communication Technologies (ICT) solutions
adopted by business organisations has fundamentally transformed the value creating activities of
business organisations. This evolution, which has taken place in sensors, data storage and transmission
technologies, and partly therefore in automated decision-making algorithms, has led to the direct
integration of ICT infrastructure services into production and/or service processes [1]. This digital
transformation has led to the integration of the physical environment and IT (information) systems in
business organisations into an inseparable union, creating cyber-physical systems. The result is a
flexible and customisable mode of production, where the value creation process (which can consist of
production, manufacturing and/or services) is based on real-time data interaction between people,
products and the elements of the infrastructure environment involved in production. These
technological advances, which include the loT devices considered in this research, are collectively
referred to as Industry 4.0 [2].

In a study [3], Taruté et al. demonstrated the operational, tactical, and strategic benefits of
integrating IT solutions as widely as possible for a supply chain-integrated business organisation. The
same study analysed the case of small businesses in the UK, which do not integrate some components
of the ICT infrastructure into various business activities through a one-off implementation, but rather
an evolutionary path from isolated business applications to the first (at least partially) integrated
system implementation. Neirotti et al. [4], analysing the evolution of 284 companies, showed that they
invest marginally in their IT infrastructure, especially in the early stages of its development. This may
be partly the reason of that fact, according to an Australian survey [5], one third of companies with
fewer than 100 employees do not take any preventive measures to guard against malicious acts using
IT tools, and 87% of companies consider that only the installation of endpoint security applications
(anti-virus programs) is sufficient for their operations. Information security incidents that are (also)
attributable to inadequate information security measures can have several consequences: the most
obvious consequence is the operational damage that results from the occurrence of the incident. [6]
Considering that in the era of Industry 4.0, ICT infrastructure has become an integral part of the
production/service processes through its services [9], the issue arises whether it is enough to discuss
IT security alone in the life of Industry 4.0 architecture organisations or whether it is necessary to
integrate an operational risk approach into the life of business organisations in these cases as well.
After all, just as the business operations of financial institutions could be slowed down and temporarily
halted by an IT-related failure in the pre-Industry 4.0 era, so in the Industry 4.0 era an IT disruption can
bring the life of any company to a temporary standstill [7]. All this is associated with strategic damage,
such as the deterioration of market image and positioning, and often has a knock-on effect within a
company: it acts as a barrier to innovation decisions on future ICT solutions. In the longer term, this
can hamper the development of business organisations. [6]

At the regional level (meaning Central and Eastern Europe and the so-called Visegrad Countries) [11]
and specifically in Hungary [9], [10], the use of Industry 4.0 (and in particular: 10T tools) by SMEs has
been investigated in several studies. The conclusion is that Hungarian SMEs are either not or minimally
behind at regional level, but significantly behind at EU level. In this research | partly reflect on these
studies. | will examine the interconnectedness of my data set with respect to loT technology adoption
and whether information security issues are being addressed at a tactical and/or strategic level in
parallel to the implementation of innovative technologies.

Methodology of the research

The findings reported in this publication were the result of a non-anonymous questionnaire survey
conducted in two waves (spring 2019 to autumn 2019). The aim of this broad survey is to analyse the
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ICT infrastructure and information security of business organisations in the light of senior management
satisfaction and innovation.

The questionnaire has been developed in line with the literature: the first version of the
guestionnaire was developed after the source material had been processed. The testing of the
guestionnaire was modified based on the experience gained from the test-retesting of the
guestionnaire according to the literature recommendations [12] [13]. The final version of the
guestionnaire contained a total of 78 questions. the questions were designed according to the
following criteria:

e The questionnaire should be able to be completed by a single senior manager. In particular, the
guestions on the economic and technical conditions of the company should be of a depth that a
senior manager can answer as realistically as possible.

e The questionnaire should take between 12 and 15 minutes to complete and should not be unduly
burdensome.

e The questionnaire should not give the impression that a market research exercise is being carried
out.

e Completion of the questionnaire should not threaten the interests of the respondent.

The questionnaire was completed online using a system called LimeSurvey. Respondents invited by
e-mail were selected to have two completed years of business, as this would suggest that they had an
established business process structure. Furthermore, it was considered that the respondent should not
exclusively produce digital products/services and should operate in an industry that does not have
requirements for ICT infrastructure and/or information security through its regulatory regime.
(Financial services companies were therefore excluded from the scope of the survey. The questionnaire
was not anonymous, as the aim was to be able to attribute accounting reporting data to the responses.
the questionnaire survey coincided with the entry into force of the GDRP [14] and, given the
unpublished legislation until then, there was a justified fear that the responses to the questions on
information security incidents would admit to facts that were sanctioned by that legislation. This effect
was reinforced by the fact that the lack of trust among Hungarian entrepreneurs is now a published
scientific fact [15].

Consequently, there were a lot of incomplete questionnaires, with about 3-4 incomplete
guestionnaires for every 1 fully completed questionnaire. Nearly 22.000 companies were involved in
the survey and a total of 498 evaluable responses were received. Another negative consequence is
that, unfortunately, companies with less than 10 employees (54,90 %, n = 252) and companies with
less than 10 million HUF (CZK 800.000 at the then exchange rate) (95,98%) were over-represented.

Results

This chapter presents the results of the questionnaire survey in detail. In the first chapter, | present
the theoretical background underlying the analysis of the partial results presented in this paper,
followed by a descriptive statistical analysis of the results from the questionnaire responses. The
research questions formulated in the theoretical section are answered using the results of inferential
statistics procedures.

Background

The sub-research presented in this publication assumes that a part of the respondents has already
implemented Industry 4.0 technology-based solutions. | do not investigate what motivated the
respondents in their decisions to innovate in ICT infrastructure but treat it as a fact that some of the
respondents have adopted Industry 4.0 technologies, so that the operations of these enterprises are
comparable to those that have not yet adopted such innovative solutions. As for the investment
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decision in ICT infrastructure, | assume that it can be basically either a price-sensitive or a quality-based
decision [16]. By quality in this case, | mean not only durability or non-failure, but also the diversity of
the service spectrum according to the so-called product-onion model [17]. | also include information-
security dimensions in the diversity of the service spectrum, so these aspects may be factors that a
price-sensitive decision actor may consider dispensable. If these factors are not considered to the
extent necessary, there may be consequences at the operational level and at the tactical/strategic level.
In this paper, | seek to answer the following questions:

e |s there any evidence to confirm the hypothesis that price-sensitive decisions are
overshadowed by innovation-related decisions?

e |s it possible to confirm the assumption that price-sensitive decisions are less sensitive to the
information security dimension?

e If the information security dimensions are neglected when implementing Industry 4.0
technologies, can the short-term consequences be verified?

e IfIndustry 4.0 technologies are implemented in a way that the information security dimensions
are neglected, can the long-term consequences be verified?

Related parts of the questionnaire and descriptives

In the sub-research presented in this publication, | included the following questions from the
guestionnaire (the name of the variable representing the question is given in brackets):

e Are ICT infrastructure procurement decisions based on price or quality? (Variable: "cstpur".) The
guestion could be answered on a Likert-scale of 1 to 5, with one extreme being price-sensitive and
the other extreme being decisions based on expected performance. In order to facilitate statistical
processing, the values were normalised to 0, 0,25, 0,5, 0,75 and 1. 4.62% of the respondents
answered 1 (n=23), 8,23% (n=41) answered 2, 38,55% (n=192) answered 3, 31,93% (n=159)
answered 4 and 16,67% (n=83) answered 5.

e To what extent has the ICT infrastructure had an impact on the structure and/or business
processes of the company (variable: "icteff") This question could also be answered on a Likert-
scale of 1to 5 and the answers were later normalised. 6,43% of the respondents answered 1 (n=32),
12,25% (n=61) answered 2, 24,70% (n=123) answered 3, 35,54% (n=177) answered 4 and 21,08%
(n=105) answered 5.

¢ In one set of questions, | measured whether the respondent regularly applies risk analysis
procedures (riskm) and is prepared to deal with IT-related incidents (bcp). | used both the risk
management procedure as an "indicator" to assess the existence of preventive information security
procedures in the first line and the business continuity plan as a "business continuity plan" to assess
the existence of reactive information security procedures. The reason for including only
tactical/strategic information security tools in this sub-analysis is that | started from the assumption
that if tactical/strategic documents exist, they have the appropriate tools to implement the plan.
There were five possible answers to this question: ,,not used”, ,,in planning”, ,,in implementation®,
,partially used”, ,fully used”. The empirical distribution of the responses received is shown in the
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following figure 1.:

BCP 69 56 (30 197
Riskm. 182 87 28 136
0% 20% 40% 60% 80% 100%

ONotplanned OPlanned MEUnderimplementation MEPartly used M Fully used
Figure 1: Intensity of use of risk management and business continuity (source: author)

In statistical processing, a value of 0 was assigned to responses where for whatever reason
information security solutions are not used ("not planned" and "planned") and a value of 1 was
assigned to those who are partially or fully used ("under implementation", "partly used" and "fully
used" responses.)

¢ Inasimilar way to the previous case, respondents were asked whether they use loT tools to extract
production data (idata) for automatic production control (ictrl). The answers were processed in a
similar way as it was described for the questions related to the information security procedures.

- EEE
Automated data capture (loT) 191 77 30 168 .

20% 30% 40% 50% 60% 70% 80% 90% 100%

N

Automated control (loT) 26

O Not planned gPlanned B Under implementation @ Partly used @ Fully used

Figure 2: Intensity of use of risk management and business continuity (source: author)

If we analyse the cross-tabulation of idata and ictrl data, we can see that there was a big difference
between automated data collection and automated control for respondents. Just over half of the
respondents (279 respondents representing 56.20%) were in the 'main diagonal', i.e., they were at the
same level of development as automated data collection and control. A further 99 (19.87%) show a
'one degree difference’, with a quarter of respondents showing a large contrast between the two
dimensions of loT that | have treated separately (Table 1).
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Table 1: The use of different loT technologies by respondents (source: author)
Automated data capture (loT) - idata
Not Planned | Planned | Underimpl. | Partly used | Fully used | Total
% Not Planned 161 30 5 59 7 262
A Planned 7 25 10 12 2 56
‘g 'S _Underimpl. 2 4 8 10 1 25
% :o’ Partly used 12 14 6 75 12 119
< g Fully used 9 4 1 12 10 36
8 Total 191 77 30 168 32 498

e The sub-research presented in this paper included two information security incident questions, one
on data loss and the other on IT-induced outages. The questionnaire originally had four response
options: 'overallincident’, 'partial incident’, 'no incident' and 'don't know/no response'. As | pointed
out in an earlier paper on this research, only those responses that do not include a "don't know/no
answer" response can be considered for non-descriptive statistical analysis. The empirical
distribution of responses for the two information security incidents is shown in Figure 3 below:
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Figure 3: Frequency of information security incidents among respondents (source: author)

In my publication based on the same database [18] | pointed out that responses that contain "l don't
know" answers to even one question cannot be included in deeper statistical analysis, so in the later
paper, 467 (93.77%) of the 498-answer dataset can be included in deeper statistical analysis.
Therefore, my more detailed analysis can be performed on a narrower data set.

Analysis of the replies

First, we investigate how the motivation for ICT infrastructure investments - i.e., whether they are
based on price or quality - influences the adoption of IoT devices. (Table 2):
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Table 2: The use of 10T technologies in the reflection of price-sensitive attitudes (source: author)

Price-sensitive vs quality-sensitive investment-attitude - cstpur
1 2 3 4 5
Automated 15 23 102 (56,35%) | 70 (46,98%) | 37 (47,44%)
data capture ~ ° (68,18%) | (62,16%)
(loT) - idata 7 (31,82%) 14 79 (43,65%) 79 (53,02%) | 41 (52,56%)
ves (37,84%)
Automated no 18 30 115 (63,54%) | 89 (59,73%) | 45 (57,69%)
control (loT) (81,82%) (81,08%)
- ictrl yes 4(18,18%) | 7(18,92%) 66 (36,46%) 60 (40,27%) | 33 (42,31%)
Total 22 (100%) | 37 (100 %) 181 (100%) 149 (100%) | 78 (100%)

Overall, we can see that, on the one hand, the less respondents base their investment decision on price
and the more they base their investment decision on quality, the more likely they are to be open to the
systematic implementation of innovative solutions. This table also confirms the findings that
technologies implementing automated data collection and automated control should not be treated in
the same way and should be assessed separately. Although there is a clear trend of improvement for
both automated data collection and automated control, the x2 test was significant only between price-
sensitive purchase attitude and automated control (x2 = 12,379, p < 0,05), the relationship between
price-sensitive purchase attitude and automated data collection was not found to be statistically
significant (x2 = 7,747, p = 0,1013).

Similarly, | examine the impact of price-sensitive and service-based investment attitudes on
information security attitudes (Table 3):

Table 3. Implementation of Information security tactical / strategic procedures in the reflection of price-
sensitive attitudes (source: author)

Price-sensitive vs quality-sensitive investment-attitude - cstpur
1 2 3 4 5
(price- (balanced) (quality-
sensitive) sensitive)
Risk mana- no 13 (59,09%) 29 (75,68%) 93 (51,38%) 79 (53,02%) 37 (47,44%)
gement - 9 (40,91%) 9 (24,32%) 88 (48,62%) 70 (46,98%) 41 (52,56%)
riskm yes
Business no 9 (40,91%) 16 (43,24%) 46 (25,41%) 31 (20,81%) 13 (16,67%)
Continuity 13 (59,09%) 21 (56,76%) | 135 (74,59%) | 119 (79,19%) | 65 (83,33%)
Plan - bcp yes
dsszesen 22(100%) | 37(100%) | 181(100%) | 149 (100%) | 78 (100%)

The above table indicates that there is an evolution in both risk management and business continuity
in the sense that the less price-sensitive (i.e., the more quality-oriented) the attitude towards ICT
investments, the more importance is given to the consideration of both preventive and reactive
information security factors. Considering the fluctuations, i.e., that this development does not follow
a strictly monotonic trend, | tested the significance of the relationship between the variables using x2-
tests. The tests indicated both the relationship between risk management - price sensitivity (x2=9,084;
p < 0,1) and the relationship between business continuity plan and price sensitivity (x2=13,946; p <
0,01) as significant.
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Based on this result, | examined what percentage of respondents in each category reported an
information security incident:

As previous research [18] has shown, respondents could have interpreted the question on the two
incidents in many ways. One could imagine an information security incident with multiple dimensions
(e.g., if a server goes down, it could result in data loss and downtime at the same time), two unrelated
events, and two related events where one event is the trigger for the other. In designing the
guestionnaire, it is not possible to distinguish between these alternatives and respondents cannot be
expected to evaluate in the same way information security incidents whose damage event involves
more than one dimension. Therefore, | examined the average number of information security incidents
reported by each respondent in the light of price sensitivity and each information security measure.
The average, as a measure, is a good representation of information security exposure within the
framework of the questionnaire (Table 4):

Table 4: Average frequency of information security incidents in relation to several factors (source: author)

Price-sensitive vs Risk management - riskm BCP -bcp
quality-sensitive no yes no yes
investment-
attitude - cstpur
0 0,53 0,22 0,44 0,38
0,25 0,17 0,11 - 0,28
0,5 0,18 0,18 0,19 0,17
0,75 0,32 0,25 0,48 0,24
1 0,21 0,17 0,38 0,15

Two trends emerge from the table: on the one hand, regardless of whether they use risk management
techniques or have a business continuity plan, the less price-driven their investments in ICT
infrastructure, the less likely they are to experience an information security incident. In other words:
the consequence of non-price sensitive ICT investments is that they can be expected not only to deliver
a wider range of services in ICT infrastructure, but also to reduce the likelihood and impact of
malfunctioning and its consequences. More specifically, the reduction in intensity may mean both a
reduction in the probability of occurrence and lower losses.

The rate of intensity reduction clearly shows that the application of risk management procedures is
less effective than the existence of a business continuity plan. An explanation for this phenomenon
may be the fact that risk management is required by several standard procedures, even those that are
not related to the operation of the ICT infrastructure (e.g., HACCP).

Last but not least, | should point out that in Table 4 | have examined 2*5=10 cases. Out of these 10
cases, the number of information security incidents decreased in 8 cases, remained unchanged in 1
case and in 1 case the change cannot be interpreted.

In the perspective of these findings, | have finally examined the combined impact of the use of IOT
tools and IT security procedures on the performance of business organisations (Table 5):

Table 5: Impact of the factors examined in the survey on respondents’ organizational functioning
(source: author)

idata ctrl riskm bcp
Effect of ICT-| x?>=37,56 X*=31,94 X2= 49,02 X?= 49,08
infrastructe -1 p<0,001 p <0,001 p <0,001 p <0,001
icteff
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On this basis, the following regression model can be built:
icteff = 0,454 4+ 0,062 = idata* + 0,076 * ictrl™* 4+ 0,111 * bcp™* + 0,085 * riskm™* (D

The regression model (1) is significant based on global testing (R? = 0,2605; F4462 = 20,7 and p < 0,001),
and as can be read, for each variable, partial testing confirmed significance (significance indicators are:
***.p<0,001; **: p<0,01; *: p<0,05)

The significance of the model is that the operation of the for-profit organizations is affected not only
by the ICT infrastructure, but also by the tactical or strategic management of information security
issues. Thus, if an entity unilaterally introduces innovation tools and/or ignores factors that should
complement the ICT infrastructure, then long-term distortions in the life of the entity can be expected
and the optimal operation expected from the technological infrastructure can not be expected.

Discussion and conclusion

One of the intended outcomes of the partial research in this paper was to highlight the short- and long-
term adverse effects of price-sensitive purchasing. These results can be used to answer the research
guestions posed in the introduction to these publications:

The first research question was: " Is there any evidence to confirm the hypothesis that price-sensitive
decisions are overshadowed by innovation-related decisions?"

From the data presented in Table 2, we can see that the less price-sensitive the ICT investment attitude
of firms (which also means that they tend to make decisions based on the benefits of services), the
more likely they are to be open to integrating technology around Industry 4.0. While it is true that the
¥2 test did not show a significant relationship between price/quality sensitivity and automatic data
collection, this phenomenon can also be explained by the fact that automatic data collection can be
implemented not only with IoT tools (barcode, QR code, RFID) and respondents cannot necessarily be
assumed to have all the technological knowledge at their disposal. Nevertheless, also considering that
automated data collection has increased from 31.82% to 52.56% for price-sensitive decision makers, |
consider this trend to imply that non-price-sensitive purchasing attitudes have a significant impact on
ICT innovation. A similar finding can be made between price/quality sensitivity and automatic control,
where although the rate of improvement is not as large, the x2 test still reveals a significant
relationship.

The second research question was: "Is it possible to confirm the assumption that price-sensitive
decisions are less sensitive to the information security dimension?"

There is a much clearer way to answer this question in the affirmative than between a price-sensitive
ICT investment attitude and the systematic adoption of loT devices. As we have seen, both risk
management and business continuity have increased in frequency (even if not in a strictly monotonic
way in one case). The same fact is confirmed by the fact that those who consider themselves as fully
price-sensitive investors on average adopt 1,00 of the two information security strategy tools, while for
those who consider themselves as fully quality-oriented investors this ratio rises to 1,35 (the mean for
the restricted sample is 1,21).

The third research question was: “If the information security dimensions are neglected when
implementing Industry 4.0 technologies, can the short-term consequences be verified? “

As we have observed in Table 4, both the application of risk management procedures and the
preparation and implementation of a business continuity plan significantly reduced the intensity of
information security incidents. It should be added that other research on the same database has shown
that the appropriateness of information security measures is not uniform and in many cases they are
contingent. It should be added that in the same study | pointed out that, unfortunately, an information
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security measure has a risk-reducing effect in the case of one type of risk and a risk-increasing effect in
the case of another type of risk.

The

fourth research question was: "If the information security dimensions of the introduction of

Industry 4.0 technologies are overshadowed, can the long-term consequences be verified?"

By using the regression model presented in (1), | have shown that information security strategy
procedures have an impact on the whole for-profit organisation. If they are not embedded in the life
of the enterprises, it is not simply that they make it more operationally vulnerable to incidents.
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